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Hands [off|on] MS
cloud services

Un approfondimento sulla sicurezza
Azure AD e dintorni

28 Aprile 2021 (g)



Di cosa parliamo

> Microsoft Cloud basic concepts
> Azure AD Integration scenarios & licensing
> Hardening Azure AD

> Hunting



Who? Antonio Formato

Technical Specialist Security & Compliance @ Microsoft
,@anformato

https://medium.com/@antonio.formato



Who? Andrea Pierini

IT Architect - Security Manager (and Security Researcher by passion)

,@decoder_it

https://decoder.cloud



Microsoft Cloud basic
concepts
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Cloud Identity -> new challenges

Cloud adoption starts with taking care of Identity (or it should be)

There is no single right way to do cloud-based IAM and cloud security
Don’'t use on-prem mindset

Cloud is not secure/insecure by default

Do you have cloud workloads? Consider that you still have responsibilities
Cloud comes with new challenges

vV V. V V V V




Azure Active Directory - Definition

Azure Active Directory is Microsoft’'s cloud-based directory and identity
management service that combines into a single solution

Core directory services

Application access management

Identity protection

Integration with on-prem Windows Server Active Directory

vV V V V

It’'s a standards-based platform that enables developers to deliver access
control to their applications, based on centralized policy and rules

Already using Office 365, Azure, or Dynamics CRM Online customers? You're
already using Azure AD!

=



Azure Active Directory - Compare to AD

Active Directory

Azure Active Directory

Both store directory data,

manage access to resources

Not just a domain controller in the cloud

Kerberos, NTLM

SAML, WS-Federation, OAuth and REST APIs
(Graph)

Conditional Access Policy — MFA

Risk-based access protection

No native support for SaaS apps (federation
required - AD FS)

SaaS apps supporting OAuth2, SAML, and WS-*
authentication can be integrated

Domain joined Windows devices

Azure AD or Hybrid Azure AD joined devices.
Modern device management

Do you want to test in lab environment? https://go.microsoft.com/fwlink/p/?LinkID=463802 (g



https://go.microsoft.com/fwlink/p/?LinkID=403802

Azure Active Directory - Tenant Concept

> An Azure AD tenant is a dedicated, trusted instance of Azure AD
> Each Azure tenant has a dedicated, trusted Azure AD directory

> It contains users, groups and applications

> It performs identity and access management functions

> One Office 365 tenant and multiple Azure Subscriptions can be associated to
the org’s Azure AD tenant

> Multiple domains can be associated to an Azure AD tenant
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Azure Active Directory - Users, Groups and Azure Subscriptions

> Azure AD Global Administrators have full access to all admin features and
objects

> Every Azure subscription has a trust relationship with Azure AD to
authenticate users, services and devices

> Multiple Azure Subscriptions can trust the same Azure AD directory, but a
Subscriptions will only trust a single Azure AD directory

Administrative roles Visual Studio Enterprise | Access control (IAM)
Administrative roles can be used to grant access to Azure AD and other Microsoft services. Le Subsription

Add Download role assignments Edit columns Refresh | X Remove | Got feedback?
*5 Add filters ) )
¥ Overview
Check access  Role assignments  Roles  Roles (Preview) Deny assignments  Classic administrators
Role 1™  Description B Activity log

Access control (IAM) Number of role assignments for this subscription

[ ] s i
A&, Application administrator Can create and manage all aspe e ——
s 2 G # Tags 2% 2000

A&, Application developer Can create application registrati & Diagnose and solve problems

) Type : All Role : All Scope : All scopes Group by : Role
[ @ Security

B, Attack payload author ] Can create attack payloads that

® % Events 5 items (3 Users, 1 Service Principals, 1 Managed Identities)
A, Attack simulation administrator n Can create and manage all aspe [ Name

Ty
Cost Management ype

(Y Authentication administrator Has access to view, set, and reseg 5 @S Azure Sentinel Contributor

A, Authentication policy administrator n Can create and manage all aspe ¥ Costalerts [ | e App This resource
) 9 Budgets .
(Y Azure AD joined device local administrator Users assigned to this role are a Contributor

@ Advisor recommendations
TR

GD N
&, Azure DevOps administrator Can manage Azure DevOps org; gilling giuseppe. INNES.

User ( This resource

: — - e ~ o '
A, Azure Information Protection administrator Can manage all aspects of the A 8 Invoices 5 8) jcubscriptions/ . -09ic APP C This resource



Azure Active Directory - Users, Groups and Azure Subscriptions

> Users and Groups can be Cloud Only or Synchronized from on-premises Active
Directory

> Cloud Only objects can be created, managed and deleted directly from the
Azure Portal or PowerShell and graph APIs

> Synchronized objects cannot be modified in the cloud since their
authoritative source remains the on-premises AD

New user New guestuser | ] Bulk operations \» () Refresh /£ 4" Multi-Factor Authentication [ii] Columns | Preview info |

# This page includes previews available for your evaluation. View previews —

+ Add filters
52 users found

Name User principal name 7Ty  User type Directory synced Identity issuer Company name Creation type

@ Adele Vance AdeleveonmEN . Member
»

AD admin admin@npiiiieb it Member
@ aduser1 aduser1 @ISO .. Member
aformato aformato_gesiiemsl it#E) T... Guest M i f Invitation

é% Alex Wilber AlexW@midSunddlilaisiO... Member




Azure Active Directory - Hybrid Identity

> Achieved by integrating on-prem Active Directory with Azure AD using Azure

AD Connect

> It means you have common identity for your users for 0365, Azure, 3rd party
SaaS and on-prem apps

> Single user identity for authentication and authorization to all resources,
regardless of location

Slngle
sgio t. ...... Sign on MFA
...-"- "-..' : BT e Self

. Azure AD (O o= Serwce'-:
Windows Server Connect £ _I/\ @)
Q? /:

Active DlrectOIy ¥ %
Microsoft Azure
g Active Directory ... ?

On-premises
/ Private cloud
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Azure AD - Integration
Scenarios
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Azure AD - integration scenarios

[ Cloud Identity

£»

[ Azure Active Directory

Independent cloud
identities

[Synchronized Identity}

£»

[ Azure Active Directory ]

[ Azure AD Connect ]

[ Active Directory }

Single identity, enabling
single sign-on experience
with Password Hash Sync
or Pass-Through

[ Federated Identity ]

£»

[ Azure Active Directory ]
AU L Federation
Connect

[ Active Directory ]

Single federated identity,
single sign-on experience
and on-premise multi-factor
authentication options

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn#decision-tree (5



https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn#decision-tree

Azure AD - hybrid authentication options

Password-Hash Sync

[ Azure Active Directory

i

Azure AD Connect sync with
password hashes

|

i

[ Active Directory

AuthN performed by Azure
AD using synchronized
password hashes

Pass-Through Auth - PTA

Federated Authentication

[ Azure Active Directory

[ Azure Active Directory ]

f 1

Azure AD
[ Connect sync ][ AT AgJRiE

Connect sync
&

i 4

Active Directory

f 4

Azure AD

™

][Federated IdP

i 4

J

AuthN performed by AD via
authentication agent that
looks for request via
outbound communication

Active Directory

AuthN performed by AD via
federated identity
provider

=



Password Hash Sync

>

Azure AD

On Premises

-~

—

AD Connect Active

.

~

— ERA

Directory ////

> PHS doesn’t sync password - Rather, it syncs hash of the hash of user’'s passwords
> SHA256 hash cannot be decrypted so the plain-text version of the password is never

and can never be exposed to Microsoft

> Discover leaked credentials — Azure AD Identity Protection (it requires AAD P2)
> Optionally, you can set up password hash synchronization as a backup if you decide

to use Federation with AD FS

=



Pass-Through Authentication

>

Azure AD

On Premises

-

.

-

AuthN
Agent

~

7=
Active

Directory 4///

> It provides a simple password validation for Azure AD authentication services
by using a software agent that runs on one or more on-premises servers

> The servers validate the users directly with your on-premises Active Directory,
which ensures that the password validation doesn't happen in the cloud

> The agent only makes outbound connections from within your network

> The communication between an agent and Azure AD is secured using

certificate-based authentication

=



Federated Authentication

1. User requests access to
application and is referred to

Azure AD

2. User identified to Azure AD
and redirected to the federated

identity provider (IdP)

3. IdP authenticates the user,
via seamless SSO when possible
4. User is issued a token and

returned to Azure AD

5. Azure AD verifies the token
and returns the user to the
application with a resource

token

Internet

Kerberos
authentication
to AD FS for
internal user
(modern clients)

External
User

Office 365 Intune

] I

- I

Internal
User

pummy ADFS B WAP -
N—
—

AD DS Forest

i

Local

Forms-based
authentication
via WAP for
external user
(modern clients)

S mmmmm e ———————————

bl Azure AD

Connect Synchronization

Stealing AD FS Secrets, example: https://0365blog.com/post/adfs/

Best Practices securing AD FS:

1 &5 P

Dynamics 365

Azure AD-Integrated
Applications

Azure AD redirects
user to AD FS for all
authentication

&

Azure
Active Directory

2

Azure

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs

=


https://o365blog.com/post/adfs/
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs

Azure AD - Licensing

()



Azure AD editions and licensing

Focused on security related features

> Free: MFA via Authenticator App and single sign-on across Azure

> P1: MFA, Conditional Access, cloud write-back capabilities (i.e.
self-service password reset), passwordless authentication

> P2: identity protection, risk-based conditional access and Privileged
Identity Management just-in-time administrative access

()



Azure AD editions and licensing - logging

-

Report
Audit logs

Sign-ins

\\\Azure AD MFA usage

How long does Azure AD store the data?

Azure AD Free
7 days
7 days

30 days

Azure AD Premium P1
30 days
30 days

30 days

Azure AD Premium P2

30 days
30 days

30 days

~

)

You can route Azure Active Directory (Azure AD) logs to several endpoints for

long term retention and data insights.

> Archive Azure AD activity logs to an Azure storage account, to retain the data

for a long time

> Stream Azure AD activity logs to an Azure event hub for analytics, using SIEM

tools

> Send Azure AD activity logs to Azure Monitor logs to enable rich
visualizations, monitoring and alerting on the connected data.

=



Hardening Azure AD



Don’'t replicate everything!

> Synchronize only the necessary objects/attributes (like users) and

who really need to access online services or need to be managed

online

> Do not sync on prem Admins (On prem Admins != Azure Ad Admins)

Domain and OU filtering

If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically

perform full import on the directory.
‘| Refresh Domains  [2]

Directory: | homelab.local

O Sync all domains and OUs
@® Sync selected domains and OUs

4 [Z homelab.local
v [ Builtin
» [ Computers
v [J Domain Controllers
b [ ForeignSecurityPrincipals
b [ Infrastructure
v [J LostAndFound
» ] Managed Service Accounts
] Microsoft Exchange Security Groups
v [J Microsoft Exchange System Objects
v O Program Data
b [ system
b [4 testou
b [ Users

S synchron =
File Tools Actions Help
5 Oeratons | 3 Connectors W Metaverse Designer ) Metaverse Search
Name i
winzéfunoutook one| " Properties
homelablocal  (Connecior Designer
Propettes Select directory partiions: Refresh I Show Al
Connect to Acive Directory Forest
e [ DC=homelab, DC<local
= Configure Directory Parttions
Corfigure Provisioing Herarchy
Select Object Types
select Aitxhes ‘Domain controller connection settings:
I Only use preferred domain controlers
Configure Connection Security: Opions.
Lastused:  [DCThomelablocal
[Total rumber of Conn Credentias:
Name: Expott @ Use defaut forest credentials
StepType:  Expof € Atemate credentials for this directory parttion
StartTime:  4/11
Export Statistics
Adds
Updates Select containers for this partition: i
Rename:
Deletes
Delete Adds
0K Cancel Help




Control Administrative Access (1 / 2)

> Reduce the number of persistent Global Admins (min.2, max <5), do
you really need more?

> Adopt Role Based Access Control (RBAC), create dedicated cloud
only accounts for each user with specific administrative roles

Role ™ Description Type
[J s Application administrator Can create and manage all aspects of app registrations and enterprise apps. Built-in
] pa Application developer Can create application registrations independent of the ‘Users can register applications' setting, Buiilt-in

g Attack payload author I Can create attack payloads that an administrator can initiate later Built-in

» Attack simulation administrator J{ Can create and manage all aspects of attack simulation campaigns. Built-in

[[J s Authentication administrator Has access to view, set, and reset authentication method information for any non-admin user Built-in
[J s Authentication policy administrator J Can create and manage all aspects of authentication methods and password protection policies. Built-in
» Azure AD joined device local administrator Users assigned to this role are added to the local administrators group on Azure AD-joined devices Built-in

g Azure DevOps administrator Can manage Azure DevOps organization policy and settings. Built-in

s Azure Information Protection administrator Can manage all aspects of the Azure Information Protection product Built-in

# B2C IEF Keyset administrator Can manage secrets for federation and encryption in the Identity Experience Framework Built-in

g B2C IEF Policy administrator Can create and manage trust framework policies in the Identity Experience Framework. Built-in

2 Billing administrator Can perform common billing related tasks like updating payment information. Buiilt-in

p Cloud application administrator Can create and manage all aspects of app registrations and enterprise apps except App Proxy. Built-in
 Cloud device administrator Full access to manage devices in Azure AD, Built-in
 Compliance administrator Can read and manage compliance configuration and reports in Azure AD and Office 365. Built-in

s Compliance data administrator Can create and manage compliance content Built-in

p Conditional Access administrator Can manage conditional access capabilities Built-in

g Customer LockBox access approver Can approve Microsoft support requests to access customer organizational data. Built-in

s Desktop Analytics administrator Can access and manage Desktop management tools and services. Built-in
 Directory readers Can read basic directory information. Commonly used to grant directory read access to applications and guests Builtin




Control Administrative Access (2 / 2)

> If you have P1 or P2 plan, use Privileged Identity Management, it
allows to implement just-in-time privileged access to Azure
resources and Azure AD with approval flows

> Use Multi Factor Authentication (needless to say..?)

> Notify all admins when other admins reset their password

Save X Discard

Notify users on password resets? ©

-

Notify all admins when other admins reset their password? ©

-» )




Control / Restrict Access to non admin users

> What are the risks in the event of credential or auth.
tokens theft?

> What “sensitive” information can they can access?
> What "malicious"” activities can they do?

> Can we prevent this?



Restrict Access to Azure Portal (1 / 2)

> By default, every Azure AD user can access the portal even without

specific roles and browse the entire Azure AD including users,

groups,

apps. ..

Dashboard >

@ Users | All users (Preview)
— Default Directory - Azure Active Directory

«
& All users (Preview)

Deleted users (Preview)

Password reset
& User settings
K Diagnose and solve problems
Activity

-3 Sign-ins

Audit logs

&% Bulk operation results

New user - New guest user D Bulk operations O Refresh /2 Reset

O This page includes previews available for your evaluation. View previews —>

I}D ﬁearch users +7 Add filters

69 users found

Name P

D @ aAnPpjwPPy
D @ admin
D . admin2

User principal name

aAnPpjwPPy@winz4funoutlook.on
amdin@winz4funoutlook.onmicros|
admin2@winz4funoutlook.onmicrd

AevrnSCVEX@winz4funoutlook.on

] @ AevrnSCVEX

Dashboard Target Pro Intruder Repeater Sequencer Decof

nter HTTP history

WebSockets history Options

/ {3 Request to https://graph.microsoft.com:443 [20.190.159.31]

Forward Drop

e o

Cull Raw \n  Actions v

1 POST /beta/$batch HTTP/L1.1

2 Host: graph.microsoft.com

3 Connection: close

Content-Length: 449

¥-ms-client-session-id: 28abcYec43b74edaade3fé3feg3eldct

& Accept-Language: it

7 Authorization: Bearer eyJ0eXAiOiJKVIQiLCJub253ZSI6IjM3TndYUlZhe
2V3idXJpdH1lpbmZvIiwvidXJuOmlpY3Jve2O9mdDpyZXExTiwidXJuOmlpY3JveSm
mFwcGlkYWNyIjoiMiIsImNvbnRyb2xzIjpb ImNhX2VuZiJdLCImYWipbH1fbmFt
GUuQWxsIEF1ZG10TGSnL1J1YWQuQWxsIERpcmVjdGOyeSSBYZN1c3NBe LVzZXTu
mOmaWx 1IFJ1cGIydHMuUnVhZCSBbGwgUmSsZULlhbmFnZ VW1 1bnQuUmVhZFdyaXR1
UBpbnRyYWS1dCSmaWShbmNvLmlOIividXBuljoiYWRtLmEucGllcmluaUBpbnRy
Z-y7LVnQSV2_cHRqxfaZKA_gFrv1WDHF-c4-pbndart25uQzTHqG2PM1lrOcWxZ4

g x-ms-effective-locale: it.it-it

Content-Type: application/json

10 Accept: */*

11 User-Agent: Mozilla/5.0 (VWindows NT 10.0; Viné4; x€4) AppleWebK
2 x-ms-client-request-id: Sb4€0180-7€12-4035-8laZ-3e€e3b17d00c

3 Origin: https://aad.portal.azure.com

Sec-Fetch-Site: cross-site

Sec-Fetch-Mode: cors

1€ Sec-Fetch-Dest: empty

17 Accept-Encoding: gzip, deflate

19 ({
"requests": [
{
"id":"List",
"method"”:"GET",
"url”:"/users?§select=id, displayName, userPrincipalName, us
"headers": {
"ConsistencyLevel”:"eventual”




Restrict Access to Azure Portal ( 2 / 2)

> Azure AD is normally exposed over the internet and in case of
credential theft this could be a serious security issue.. restrict
access!

Save >< Discard

Enterprise applications

Manage how end users launch and view their applications

App registrations

Users can register applications ©

- (@

Administration portal

Restrict access to Azure AD administration portal ©®

Yes No




Restrict Access to Azure Portal.. is this enough?

> NO! A standard user can still access the entire set of API’'s and

gather a lot of informations...

> “Roadrecon” by @_dirkjan a great tool for red teamers

https://dirkjanm.io/introducing-roadtools-and-roadrecon-azure-ad-exploration-framework/

Databases El Stucure | Data | Constrants | Indexes  Triggers | DDL ¥ T
o)
F : Gridview  Form view re
v & roadrecon (satte3) = . -
a - 8 3 KA . -
v [ Tables a8 a-8 1 m K E T; ~ Total rows o .
ApplicationRefs dirSyncEnz displayName ritten to .roadtools auth
Applications —
s 1 1 ADSyncOperators :~# roadrecon d ump
— i 2 >up can manage Exchange anti-spam features and grant permissions f 1 Hygiene Management
onta i I s
] Devices 3 orm dynamic updates on behalf of some other clients (such as DH # 1 DnsUpdateProxy Jd therin 1 of
DirectoryRoles 4 1 JEA-dns viewers 5 F relationship
I ExtensionPropertys 5 ervers. This group shouldn't be deleted. 1 Exchange Servers .
Groups 6 tup and is not intended to be used for other purposes. 1 Exchange Install Domain Servers HTTP requests.
Ink_application_owner_serviceprincipal 5 i ADSyncBrowse -
Ink_application_owner_user
RSt omer! 8 wailability servers. This group shouldn't be deleted. 1 Managed Availability Servers
Ink_device_owner
I8 i oroup, member.contact 9 ronized across services and managed centrally. This role group 1 Security Administrator
Ink_group_member_device 10 that run Exchange cmdlets on behalf of users via the management # 1 Exchange Trusted Subsystem
Ink_group_member_group 11 >up can perform searches of mailboxes in the Exchange organization 1 Discovery Management
Ink_group_member_serviceprincipal 12 >up can manage public folders. Members can create and delete publi 1 Public Folder Management
Ink_group_member_user 13 sup have permissions to install and uninstall Exchange on provisio # 1 Delegated Setup
Ink_role_member_serviceprincipal
iy eencenrinan 14 >up can view and manage the configuration for individual recipient # 1 Help Desk
[ Ink_role_member_user
— kgl —— 15 5up can configure compliance features such s retention policy tag # 1 Records Management
[ Ink_serviceprincipal_owner_user 16 1 spooler_admins
OAuth2PermissionGrants. 17 b | JEA-dns-admins
Policys 18 ser, responsible for compliance, to properly configure and m 1 Compliance Management
[ RoleAssignments 19 >up can view recipient and configuration objects and their propert ¥ 1 View-Only Organization Manageme
RoleDefinitions
= 20 1 ADSyncPasswordSet
ServicePrincipals
TenantDetails 2 1 ADSyncAdmins
Users 22 wronized across services and managed centrally. This role group 1 Security Reader
& Views 23 >up can manage Unified Messaging organization, server, and recipie 1 UM Management



https://dirkjanm.io/introducing-roadtools-and-roadrecon-azure-ad-exploration-framework/

The MSOL powershell module

> Even if “deprecated”, a standard user can access a lot of
interesting get-msol* cmdlets

https://docs.microsoft.com/en-us/powershell/module/msonline/get-msoluser?view=azureadps-1.0

| Send | Target: hi com 2 (

PS C:\temp> Connect-MsolService
PS C:\temp> Get-MsolUser

UserPrincipalName

amdin@winz4funoutlook.onmicrosoft.com admin
admin2@winz4funoutlook.onmicrosoft.com admin2 False

PS C:\temp> Get-MsolGroup

ObjectId DisplayName GroupType

db21cc41-0168-4163-bb1f-503fd9c8d110  DnsAdmins Security
194cc360-17c9-4182-b171-84a4a92b4ce5  DnsUpdateProxy Security
0cag90le5-c2a7-42ef-98bb-eeccldac68f4  ADSyncOperators Security
laf5bca4-6bf9-4cd4-8b14-fd6164d9582f  JEA-dns-viewers Security
boedec50-7b21-4454-87a9-b399c@2fccae  ADSyncAdmins Security
3al815a7-c9cb-4198-896c-10a31019fbc7  ADSyncBrowse Security
ade@beeb-04e9-4b7e-bal3-fa6462b1ld2a8  ADSyncPasswordSet Security
7c9b4e0dc-d908-4e16-a01la-2197951e680a  JEA-dns-admins Security
798414e2-68b0-40d3-a7bc-2bf9d31a386b  spooler_admins Security



https://docs.microsoft.com/en-us/powershell/module/msonline/get-msoluser?view=azureadps-1.0

Restrict Access to MSOL powershell (1 / 2)

> As an admin run the MSOL cmdlet

Set-MsolCompanySettings -UsersPermissionToReadOtherUsersEnabled Sfalse

PS C:\Users\Administrator> ]
PS C:\Users\Administrator> Set-MsolCompanySettings
‘}PS c:\Users\Administrator>

> This setting will prevent access to a lot of unwanted queries...

PS C:\temp> Connect-MsolService
PS C:\temp> Get-MsolUser




Restrict Access to MSOL powershell ( 2 / 2)

> And “dangerous” tools too :-)

https://dirkjanm.io/introducing-roadtools-and-roadrecon-azure-ad-exploration-framework/

https://0365blog.com/aadinternals/

t> Get-AADIntUsers
. - ‘-] y .u“ / o«

https://0365blog.com/post/phishing/

PS C:\andrea> .\devicelogin.psl
Device code is: DM5Q6M3Q4
Phising email sent, waiting for user to authenticate...
Got access token!
dumping AD info...



https://o365blog.com/aadinternals/
https://dirkjanm.io/introducing-roadtools-and-roadrecon-azure-ad-exploration-framework/

The Azure AD Powershell Module

> The replacement of MSOL (install-module AzureAdPreview)

https://docs.microsoft.com/en-us/powershell/azure/active-directory/install-adv2?view=azureadps-2.0

PS C:\Users\andrea> Get-AzureADUser

DisplayName UserPrincipalName UserType

75525dd8-1cc4-455e-bdda-167231fcb20f admin amdin@winz4funoutlook.onmicrosoft.com Member
feec33ac-5467-4582-b273-9388e20e074b admin2 admin2@winz4funoutlook.onmicrosoft.com Member

| Send | i z Target: https:/igraph.windowsinet  (2)

Raw | Params | Headers | Hex |



https://docs.microsoft.com/en-us/powershell/azure/active-directory/install-adv2?view=azureadps-2.0

Restrict access to Azure AD Powershell Module

> The "“UsersPermissionToReadOtherUsersEnabled” set to Sfalse will
also limit access to Azure Ad cmdlets

TenantDomain

testl@winz4funoutlook.onmicrosoft.com AzureCloud 96b30cb9-e66c-49f4-b89e-1d9784Fa8084 winz4funoutlook.onmicrosoft.com User

PS C:\temp> Get-AzureADuser




Restrict access to Azure AD Powershell Module

> There’'s more! You can even restrict access to Az AD only
to specific users

PS C:\Users\andrea> $appId
PS C:\Users\andrea> $sp Get-AzureADServicePrincipal $appId
PS C:\Users\andrea> get-AzureADServiceAppRoleAssignment $sp.ObjectId

ResourceDisplayName PrincipalDisplayName

2F1SdcQcXkW92hZyMfyyD-pmcPSPF1hMrt405k13VFM Azure Active Directory PowerShell admin
jMz8VBBnwUKmHtIJ_3jo_aAxISST8QIPk-gmOoyT-N4 Azure Active Directory PowerShell user 1.

PS C:\Users\andrea> s=ConvertTo-SecureString
PS C:\Users\andrea> § tial = New-Object System.Management.Automation.PsCredential(
PS C:\Users\andrea> Co -Azuread $credential

> Restrict access to Microsoft Graph module too
Sappid="14d82eec-264b-4c2f-b7e8-296a70dab67¢e"



Restrict access to Azure AD Powershell Module

> Unauthorized users won't be able to access MSOL and

other tools too

\PS C:\Users\andrea onvertTo-SecureString — -AsPlainText - o
.Automation.Pscredential(

PS C:\Users\andrea New-Object System
PS C:\Users\andrea> Connect-MsolService c

PS C:\Users\andrea> Connect-azaccount edential $credential

SubscriptionName TenantId

Environment

/

And you don’'t need to set

~

UsersPermissionToReadOtherUsersEnabled

to Sfalse !!

)




Disable Legacy Authentication

> Legacy Authentication refers to all protocols that use the
unsecure Basic Authentication mechanism and if you don’t block
legacy authentication your MFA strategy won’'t be effective as
expected. Use Modern Authentication! (Oauth 2.0/ADAL)

> Monitor users/application who are using legacy/insecure

authentication

' Client app

CXLHdIYE UIne Fowersnen

Exchange Web Services

IMAP

MAPI Over HTTP

D Offline Address Book

G Other clients

Outlook Anywhere (RPC over HTTP)
POP

D Reporting Web Services

SMTP

D Universal Outlook

Apply

-

If you have P1 or P2
licenses,block with
Conditional Access Policies
Test with “report-only” before

=



Disable Legacy Auth. Service Side: Exchange Online

> Monitor email app usage

Usage > Exchange

Email activity ~ Email app usage  Mailbox usage Last updated: April 17,2021 (UTC) ? Help [ Past30 days v

Users L Export Apps L Export Versions

Number of daily unique users by app Number of unique users by app over the selected time period Number of unique users for each version of Outlook (Windows)

m 950 500
579

o 380
386

470 250
193

o — R~ e 20

0

0 -— -
M Outlook (Windows) [ Outlook (Mac) I Outlook ontheweb [ Outlook (mobile) W Mobile
Outlo. Outlo. Outlo. Outlo. Mobil. Mall IMAPA. pOP3 SMTP Outlook (. Outlook 2. Outlook 2. Outlook 2. Undetermi.
W Mail (i05/Mac) W IMAPAapp [ POP3app M SMTP app
L Export L Export RPC users 100 items
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Disable Legacy Auth. Service Side: Exchange Online

> The easiest way: disable protocols which by default use legacy

authentication like Pop3, Imap,etc

Get-CASMailbox -Filter {ImapEnabled -eq "true" -or PopEnabled -eq "true" }
| Set-CASMailbox -ImapEnabled Sfalse -PopEnabled Sfalse

> You can then re-enable these protocols
for some specific user(s)

> Exch.Online “Authentication Policies”
permit you to manage Modern auth.

and selectively disable/enable Basic
auth. for certain protocols

Turn on modern authentication for Outlook 2013 for Windows and later
(recommen ded)

@ Before rn off basic authentication for protocols, view your sigr

you tu n-in reports in the
Azure portal to make sure people in your organization aren't using them.

Allow access to basic authentication protocols

Outlook client
Includes Exchange Web Services, MAPI over HTTP, Offline Address Book and
Outlook Anywhere protocols

Exchange ActiveSync (EAS)
Used by some email clients on mobile devices

Autodiscover
Used by Outlook and EAS clients to find and connect to mailboxes in Exchan
Online.

IMAP4

Used by IMAP email clients,

POP3

Used by POP email clients

Authenticated SMTP
Used by POP and IMAP clients to send email messages.

Exchange Online PowerShell
Used to connect to Exchange Online with remote PowerShell. Learn more

ge




Disable Legacy Auth. Service Side: Exchange Online

> You can even more fine grain these settings by allowing / disallowing
basic authentication protocols for specific users using the
authentication policies with Exchange powershell cmdlets:

New-AuthenticationPolicy -Name "Allow Basic Authentication for POP3"

Set-AuthenticationPolicy -Identity "Allow Basic Authentication for POP3"
-AllowBasicAuthPop

Set-user -Identity mypop3user@mydomain -AuthenticationPolicy "Allow Basic
Authentication for Pop3"



Applications, consents and permissions

B Microsoft

Bee= e )
Approval required

testphish2
unverified

mn Microsoft

> Change the default settings!
Require “Admin” consent

sions requested

testphish2
unverified
This app requires your admin's approval to:

This application is lished by Microsoft or

Dashboard Enterprise application: L.
your organization.

33 Consent and permissions | User consent settings

v Sign in and read user profile

Vv Maintain access to data you have given it access to
Enter justification for requesting this app

Manage

When a user grants consent to an application, the user can sign in and the application may be granted access to the organization’s data
gren g F 9 PF ybeg g Sign in with another account

% User consent settings ‘ 15en pe

stpfement. The publisher has not provided links to theil Does this app look
r you to review. You can change these permissions at

https://myapps.microsoft.com. Show details

B Permission classifications User consent for applications
ers are allowed to consent for applications to access your organization’s data. Lea

Configure whether ¢

Cancel R taf

Does this app look suspicious? Report it here

(O Do not allow user consent
An administrator will be required for all apps.

All'users can consent for permissions classified as "low impact”, for apps from verified publishers or apps registered in this organization,

Allow user consent for apps

All users can consent for any app to access the organization's data

e oy e o S L e o This will block phishing
Q [{] Q Q n
attempts using malicious
Group owner consent for apps accessing data .
Configure whether group owners are allowed to consent for applications to access your organization's data for the groups they own. Le a p p S a n d 0 a u -t h2 by p a S S 1 n g M F A
]

(O Do not allow group owner consent
Group owners cannot allow applications to access data for the groups they own.

) Allow group owner consent for selected group owners
Only selected group owners can allow applications to access data for the groups they own.

Allow group owner consent for all group owners

All group owners can allow applications to access data for the groups they own.

https://scubarda.com/2020/06/30/phishing-microsoft-cloud-users-using-malicious-apps-and-oauth2/ g


https://scubarda.com/2020/06/30/phishing-microsoft-cloud-users-using-malicious-apps-and-oauth2/

Applications, consents and permissions basics

> Change the default settings! Standard users should not be allowed to
publish their application

Enterprise applications

Manage how end users launch and view their applications

App registrations

Users can register applications O

&N - )




Conclusions..

“MFA” all the things! (cit)

Piu facile a dirsi che a farsi (ndr)

read more here
https://decoder.cloud/2621/04/86/hands-off-my-ms-cloud-services/

()


https://decoder.cloud/2021/04/06/hands-off-my-ms-cloud-services/

Hunting



A different approach

> Cloud has new challenges

> Don’'t try to use/extend the on-prem logic only, use cloud
capabilities and software

> Adapt your defense strategy

> Integrate on-prem and cloud information



laaS

Azure (VM)
Other services

PaaS

DNS, DB etc
Other services

SaaS

Office365
Exchange

Endpoint

SIEM + Ticketing + whatever

Defender for
Endpoint

A

T



> Existing queries and alerts

SaaS Endpoint
. . Office365 Defende.r for
> Extend with your own queries Exchange Endpoint

and adapt to your scenario I

L Microsoft 365 Security 147

https://github.com/gmellini/Microsoft-Defender-S
ecurity-Center-Hunting-Queries

Anomalies Hunting - Attempted
lateral movement via WMI +
PowerShell + Cobalt Strike

mmm High @ Risolto

v Nome incidente
~  'Donoff' malware was detected on one endpoint Disciionasivics A
‘Donoff' malware was prevented Check
https://github.com/gmellini/Microsoft-Defender-Security-
v Center-Hunting-Queries#detection-opportunity-5-

ImPOSSIbIe travel activity involving one user attempted-lateral-movement-via-wmi--powershell--cobalt-

strike

Impossible travel activity

and for details
https://redcanary.com/blog/how-one-hospital-thwarted-a-
ryuk-ransomware-outbreak/



https://github.com/gmellini/Microsoft-Defender-Security-Center-Hunting-Queries
https://github.com/gmellini/Microsoft-Defender-Security-Center-Hunting-Queries

MineMeld - doc-0k-5s- SaaS Endpoint

Office365 Defender for
docs.googleusercontent.com Exchange Endpoint
A
mum Informational ® Sconosciuto @ Risolto I

L Microsoft 365 Security 147

DomainName indicator from taxiing_phishtank-
localhost_9000

> Integrate Threat Intel feeds in the cloud to have the
same detection capabilities on-prem & on-cloud

> Use Cyber Saiyan Info Sharing feed
https://github.com/CyberSaiyanIT/InfoSharing/

> How-to integrate Minemeld with Defender ATP
https://medium.com/@antonio.formato/microsoft-defender-atp-minemeld-bring-vour-

own-threat-intelligence-feeds-c56033203aa7

=


https://github.com/CyberSaiyanIT/InfoSharing/
https://medium.com/@antonio.formato/microsoft-defender-atp-minemeld-bring-your-own-threat-intelligence-feeds-c56033203aa7
https://medium.com/@antonio.formato/microsoft-defender-atp-minemeld-bring-your-own-threat-intelligence-feeds-c56033203aa7

... N

> Configure Azure Subscriptions to laas PaaS
log into Log Analytics Other sonices Other services

A

A

> Activate Data Connectors for | Sentinel (SIEM) )

> Azure Activities logs (VM creation, resource
allocation, access management etc)

> Services and resources in MS cloud / other clouds / on
prem services

ssssssssss




> Use predefined queries

> And make your own

>

Azure AD Service Principal

O

laaS

Azure (VM)

O

PaaS

Other services

DNS, DB etc

Other services

https://medium.com/@antonio.formato/azure-sentinel-monitoring-azure-active-directory-service-principal-dfe®88bcdcbd

Example: PaaS DNS - zone/record actions

1 AzureActivity
2 | where OperationNameValue contains "Microsoft.Network/dnsZones/"

Results  Chart 00 columns v~ [= ) . (© Display time (UTC+00:00)
Completed. Showing results from the last 7 days.
TimeGenerated [UTC] Y CallerlpAddress  §/ CategoryValue 7 Correlation|

id Isubscriptions/f 13e/resource(
location global
> properties  {"maxNumberOfRecordSets":10000,"maxNumberOfRecordsPerR¢{

tags i

llype Microsoft.Network/dnszones l

*+ serviceRequestld 033988b5-5f9b-4bd9-906b-3b588dbf7ccl

statusCode Created



https://medium.com/@antonio.formato/azure-sentinel-monitoring-azure-active-directory-service-principal-dfe000bcdcbd

> Keep your on-prem solution central \SMMHMHMFHH4 N sEeme

> Integrate alerts via API T___+ ________________ ,

On-Prem Security Architecture
SIEM + Ticketing + whatever

Security Events Overview

Severity Details

Alert Time < Incident < B TicketiD <

HIGH

HIGH

HIGH

> Use cloud telemetry to check for vulns/policy violations etc
and enhance security capabilities

=



Any
question?




